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•Est im a t e d  n u m b e r o f In t e rn e t  “h o s t  s it e s” a t  1/1/22: 
•8 + b illio n  (a p p ro xim a t e ly); (a b o u t  6  b illio n  in  t h e  
USA). 
•La rg e s t  n u m b e r o f h o s t s  “p e r c a p it a ”:  Gre e n la n d , 
•Th e  Ne t h e rla n d s , No rw a y, An t ig u a /Ba rb u d a , 
Ic e la n d .
•Est im a t e d  n u m b e r o f p e rso n s  u s in g  t h e  In t e rn e t  
a t  1/1/22: 5.5 b illio n  (298 + m illio n  u se rs  in  USA; e s t . 1 
Billio n  in  Ch in a , a t  0 1/1/22).

•(So u rc e :  w w w .in t e rn e t w o rld s t a t s .c o m  a n d  “USA To d a y”)
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Th e  Dra m a t ic  Rise  o f E-
Bu s in e ss



•O n lin e  sa le s  (in d ivid u a l a n d  b u s in e ss  t o  b u s in e ss ) 
•a re  e s t im a t e d  t o  b e  in  t h e  $ 8 0 0  b illio n  ra n g e  in  
•20 22 

•(Co m sc o re .c o m )

•Ho lid a y 20 21 Se a so n  o n lin e  sa le s  w e re  e s t im a t e d  
t o  b e  in  t h e  $ 30 0  b illio n  ra n g e  (125% in c re a se  fro m  
20 12).  Bu s ie s t  d a y is  Cyb e r Mo n d a y – a b o u t  $ 15 
Billio n

•(Co m sc o re .c o m )
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Th e  Dra m a t ic  Rise  o f E-
Bu s in e ss



• Ave ra g e  p e r t ra n sa c t io n  re ve n u e  p e r o n lin e  
c u s t o m e r:
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Th e  Dra m a t ic  Rise  o f E-
Bu s in e ss

Ye a r Am o u n t

20 0 4 $ 6 0 0

20 0 8 $ 1,0 0 0

20 12 $ 1,30 0

20 16 $ 2,0 0 0

20 22 $ 12,0 0 0  
(p ro je c t e d )

20 25 $ 20 ,0 0 0  
(p ro je c t e d )

(So u rc e :  Ba n kAm e ric a  Co rp ./Ro b e rt so n , St e p h e n s  & Co .)



• Le a d in g  o n lin e  p u rc h a se s  b y se le c t e d  re t a il 
c a t e g o ry:
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Th e  Dra m a t ic  Rise  o f E-
Bu s in e ss

Re t a il

Tra ve l/Ho lid a y $ 19  b illio n
Ho u s e h o ld  Go o d s $ 17 b illio n
Co m p u t e r Re la t e d $ 20  b illio n
Au t o m o b ile s /P a rt s $ 15 b illio n
Ap p a re l/Sp o rt in g $ 16  b illio n
Bo o k s  (e  a n d  h a rd  c o p y) $ 16  b illio n
Flo w e rs /Gift s $ 16  b illio n
J e w e lry/Mu s ic $ 20  b illio n

(So u rc e : Ba n kAm e ric a  Co rp ./Ro b e rt so n , St e p h e n s  & Co .)



• P riva c y/Da t a  Se c u rit y Risks  n o w  s ig n ific a n t ; c re a t in g  
b e lie ve rs  in  IT p e rso n n e l, m a n a g e m e n t  a n d  Bo a rd s  o f 
Dire c t o rs  – h ig h  p ro file  b re a c h e s  b e c o m in g  c o m m o n ;

• Da t a  se c u rit y b re a c h e s  n o w  e a sy t o  re c o rd , t ra c k  a n d  
a n a lyze  (w w w .p riva c yrig h t s .o rg a n d  
w w w .id t h e ft c e n t e r.o rg );

• Fe d e ra l, s t a t e  a n d  lo c a l la w s  m a ke  c o m p lia n c e  b o t h  
e xp e n s ive  a n d  d iffic u lt  (Fe d s  m a y re q u ire  b a n ks  t o  b u y 
in su ra n c e  in  t h e  fu t u re );  NY – Re q u ire d  b a n ks  h a d  t o  h a ve  
“c yb e r se c u rit y p la n ” in  p la c e  b y Au g u s t , 20 17.  St ro n g  
s t a t e  p riva c y la w s  n o w  in  CA, VA a n d  CO  (la t t e r t w o  h a ve  
20 23 e ffe c t ive  d a t e s ).  Sig n ific a n t  fin e s  fo r n o n -
c o m p lia n c e ;

• Re t a in in g  p u b lic  c o n fid e n c e  a n d  t ru s t  in c re a s in g ly 
im p o rt a n t  (“P u b lic  Re la t io n s  Exp e n se s”); 6

O ve rvie w  o f Exp o su re s  a n d  
In su ra n c e



• 6 0 % o f p a rt ic ip a n t s  in  a  re c e n t  su rve y sa y t h e y p u rc h a se  
in su ra n c e  fo r t h e  e xp o su re s ;

• Ra n so m w a re  c o s t s  (in c lu d in g  p a ym e n t s  b y in su re rs ) is  
e xp lo d in g ;

• No t ific a t io n  c o s t s  t o  s t a t e  re s id e n t s  n o w  re q u ire d  b y a ll 
s t a t e s  in  t h e  e ve n t  o f a  “d a t a  b re a c h ” (in su ra n c e  c a n  
h a n d le  a c t u a l n o t ific a t io n , o r re im b u rse  c o s t s );

• In su ra n c e  fo r re g u la t o ry fin e s /p e n a lt ie s  is  in c re a s in g ly 
im p o rt a n t  (“P CI”, fo r e xa m p le  – J u n e  30 , 20 18  c o m p lia n c e  
d a t e ).  An y b u s in e ss  a c c e p t in g  e le c t ro n ic  p a ym e n t s  h a s  
t h e  e xp o su re ;

• Co m m o n a lit y o f t e le m e d ic in e  a n d  t e le b a n k in g ;
• Ha c kin g  o f c o m p u t e r-d rive n  m a c h in e ry is  a n  in c re a s in g  

t h re a t , w it h  lim it e d  in su ra n c e  a va ila b le ;
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O ve rvie w  o f Exp o su re s  a n d  
In su ra n c e



• Rise  o f so c ia l m e d ia : MySp a c e ? ? , Fa c e b o o k; In s t a g ra m ; 
P in t e re s t ; Lin ke d In ; TikTo k , BizFlu e n c e ;  a n d  u se  o f t h e se  
s it e s  fo r m a rke t in g  p u rp o se s  (m ysp a c e ? ? );

• Drive rle ss  ve h ic le s ; d ro n e  a irc ra ft  a n d  w a t e rc ra ft ;
• De c lin e /re -e m e rg e n c e  o f p rin t  m e d ia ;
• Ce llp h o n e  c o m p u t in g  u su a l a n d  .  Go o g le  Gla sse s  a n d  

Ap p le W a t c h ; (t o t a l n u m b e r o f c e llp h o n e s  in  USA:  4 10  
Millio n ; Ch in a  1.4  Billio n ; In d ia  1.2 Billio n );

• O n lin e  b a n k in g  a n d  b ill p a ym e n t s  – p a p e rle ss  in vo ic in g  
a n d  b ill p a ym e n t s  (h o w  se c u re ? ? );

• Use  o f c re d it  c a rd s ; d e b it  c a rd s ; e le c t ro n ic  p a ym e n t s  a n d  
t ic ke t s  b e c o m in g  t h e  n o rm .  W h a t  h a p p e n s  t o  c a sh  
p u rc h a se s? ?
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O ve rvie w  o f Exp o su re s  a n d  
In su ra n c e



• P riva c y m o re  d iffic u lt  t o  m a in t a in  – w h o  is  t o  h a ve  a c c e ss , 
a n d  h o w  is  it  t o  b e  c o n t ro lle d ?  Ho w  e ffe c t ive  is  se c u rit y?  
GDP R a n d  CCP A, n o w  jo in e d  b y VA (20 23) a n d  CO  (20 23) 
(a n d  n o n -c o m p lia n c e  fin e s ) t o  fo llo w ;

• Ra n so m w a re /Ext o rt io n  in su ra n c e  a lm o s t  m a n d a t o ry, w it h  
p ric in g  in c re a se s ;  Un d e rs t a n d in g  So c ia l En g in e e rin g  
Fra u d ;

• Mo re  fo c u s  o n  in t e lle c t u a l p ro p e rt y/re p u t a t io n  h a rm  

e xp o su re s ;
• Th e  “ric o c h e t ” t o  D+O  in su ra n c e  a n d  a sp e c t s  o f Crim e  

in su ra n c e  (Co m p u t e r Fra u d  a n d  So c ia l En g in e e rin g  Fra u d  
Co ve ra g e s  -

• “c ro sso ve r” b e t w e e n  Crim e  a n d  Cyb e r in su ra n c e );

• Mu st  u n d e rs t a n d  t h e  c o n c e p t  o f “s ile n t  c yb e r”. 9

O ve rvie w  o f Exp o su re s  a n d  
In su ra n c e

Presenter Notes
Presentation Notes
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• Da t a  Se c u rit y Bre a c h  No t ific a t io n  Co s t s  (a n  u n b u d g e t e d  
e xp e n se ) a re  a  m a jo r d rive r o f t h e  p u rc h a se  o f “c yb e r" 
In su ra n c e ;

• As o f 7 /1/20 18 , a ll s t a t e s  h a ve  n o w  p a sse d  t h e se  la w s  t o  
p ro t e c t  s t a t e  re s id e n t s a n d  re q u irin g  in d ivid u a l re s id e n t  
n o t ific a t io n  in  t h e  e ve n t  o f a  d a t a  se c u rit y b re a c h  (lib e ra lly 
d e fin e d ).  Th e  la w s  va ry g re a t ly – a t  so m e  p o in t , w e ’ll h a ve  
o ve rrid in g  fe d e ra l le g is la t io n ;

• Exc e lle n t  su m m a rie s  o f St a t e  Da t a  Bre a c h  La w s:  Fo le y & 
La rd n e r la w  firm  (w w w .fo le y.c o m /s t a t e -d a t a -b re a c h -
n o t ific a t io n -la w s); In t e ra c t ive  m a p  o f t h e  s t a t e s  a t  
w w w .e RiskHu b .c o m ; 
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No t ific a t io n  La w s  – A Ma jo r 
Drive r



• Fe d e ra l la w , e ffe c t ive  0 2/17/20 10 , a n d  kn o w n  a s  "HI-TECH", 
m a n d a t e s  n o t ic e  t o  a ll p e rso n s  w h o se  m e d ic a l 
in fo rm a t io n  h a s  b e e n  b re a c h e d , o r p o t e n t ia lly so .  If m o re  
t h a n  50 0  p e rso n s  a ffe c t e d , n o t ic e  m u s t  a lso b e  g ive n  t o  
s t a t e (s ) a t t o rn e ys  g e n e ra l, HHS, a n d  n e w s  m e d ia . Th is  
p o t e n t ia lly a ffe c t s  e ve ry m e d ic a l-re la t e d  o rg a n iza t io n  in  
t h e  USA, a s  w e ll a s  e m p lo ye rs , a n d  m o d ifie s  t h e  e xis t in g  
HIP AA le g is la t io n ;

• Ca lc u la t e  a b o u t  $ 10  - $ 20  c o s t  p e r n o t ic e  t o  b e  se n t .  Ca n  
e m p iric a lly c a lc u la t e  t h e  lim it  o f in su ra n c e  fo r No t ific a t io n  
Co s t s ;;

• Co ve ra g e  p ro vid e d  a s  a  su b -lim it  o r n u m b e r o f 
n o t ific a t io n s .  So m e  in su re rs  w ill h a n d le  n o t ific a t io n , 
o t h e rs  w ill re im b u rse  in su re d  fo r c o s t s ; 11

No t ific a t io n  La w s



A t o t a l o f 192 US 
in su re rs  re p o rt e d  d ire c t  
c yb e r w rit t e n  p re m iu m  
t o  t h e  NAIC in  20 19 , u p  
fro m  18 4  in  20 18 . Th e  
n e w  m a rke t  
p a rt ic ip a n t s  a ve ra g e d  
USD393,0 0 0  in  
p re m iu m  e a c h . No t e  
t h a t  t h e se  n u m b e rs  d o  
n o t  in c lu d e  MGAs, w h o  
d o  n o t  file  t h e  NAIC 
su p p le m e n t .
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Co s t s

Nu m b e r o f US c yb e r in su re rs  |  20 15 – 20 19

So u rc e : Ao n  - US Cyb e r Ma rke t  Up d a t e :20 19



US c yb e r p re m iu m s 
g re w  t o  USD2.26  
b illio n  in  20 19 , a n  11 
p e rc e n t  in c re a se  fro m  
t h e  p rio r ye a r, w it h  
s im ila r ra t e s  o f g ro w t h  
o b se rve d  fo r b o t h  
p a c ka g e  a n d  
s t a n d a lo n e  c yb e r 
p ro d u c t s .
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Co s t s

So u rc e : Ao n  - US Cyb e r Ma rke t  Up d a t e :20 19

US c yb e r d ire c t  w rit t e n  p re m iu m s  |  20 15 – 20 19
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Cris is  Se rvic e  Co s t s

US c yb e r lo s s  ra t io  |  20 15 – 20 19

So u rc e : Ao n  - US Cyb e r Ma rke t  Up d a t e :20 19

As one might expect, the  2019 loss ratio increase  was primarily due to an increase  in claim 
frequency. The average 2019 claim frequency across all companies was 5.6 claims per 1000 
policies, up from 4.2 in 2018, and affected Standalone business to a greater degree  than 
Package. This jump in frequency more  than offse t a reduction in the  claim severity, where  the  
average claim size  fe ll slightly from USD50,401 in 2018 to USD48,709 in 2019. The premium 
per policy was essentially unchanged from 2018 – while  this may seem unremarkable , it is a 
notable  shift from the  rate  deterioration seen in 2017 (-18.3%) and 2018 (-1.7%). As we 
mentioned earlier, rates thus far in 2020 have been broadly increasing.



Th e se  re su lt s  su g g e s t  c o n t in u e d  p ro fit a b ilit y fo r US c yb e r in su ra n c e  in  20 19 , d e sp it e  t h e  
lo ss  ra t io  in c re a se s . Ho w e ve r, w e  w o u ld  m a ke  t w o  c a ve a t s  w h e n  in t e rp re t in g  t h e  20 19  
re su lt s :

• Th e se  e xp e n se  ra t io s  a re  e s t im a t e d  fro m  “o t h e r lia b ilit y-c la im s  m a d e ” a n d  
“c o m m e rc ia l m u lt i p e ril” b u s in e ss , s in c e  Cyb e r is  n o t  a  lin e  in  t h e  IEE. O u r e xp e rie n c e  
w it h  m a n y in su re rs  su g g e s t s  t h a t  c yb e r e xp e n se  ra t io s  a re  h ig h e r t h a n  fo r o t h e r 
lin e s , p e rh a p s  b y 5 p o in t s  o r m o re . Th is  is  n o t  re fle c t e d  in  t h e  NAIC d a t a .

• Cyb e r in su ra n c e  is  a  c a t a s t ro p h e -e xp o se d  lin e  o f b u s in e ss , a n d  20 19  w a s  a  
c a t a s t ro p h e -fre e  ye a r. W h ile  t h is  d o e s  n o t  c h a n g e  t h e  20 19  re su lt s , w e  d o  
re c o m m e n d  t h e  in c lu s io n  o f a n  a p p ro p ria t e  c a t a s t ro p h e  lo a d  fo r fo rw a rd -lo o k in g  
p ro je c t io n s . Ao n  h a s  sp e n t  c o n s id e ra b le  t im e  w o rk in g  w it h  c lie n t s  a n d  m o d e ls  t o  
d e fin e  c a t  lo a d s  fo r t h e  c yb e r b u s in e ss .
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Cris is  Se rvic e  Co s t s

Est im a t e d  20 19  US c yb e r c o m b in e d  ra t io s

So u rc e : Ao n  - US Cyb e r Ma rke t  Up d a t e :20 19
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Ca u se  o f Lo ss

In  20 19 , c la im s  a g a in s t  firs t  p a rt y c o ve ra g e  o u t n u m b e re d  t h ird  p a rt y c la im s , 
a c c o u n t in g  fo r 65 p e rc e n t  o f a ll c la im s . Fo r s t a n d a lo n e  p o lic ie s , firs t  p a rt y 
c la im s  m a d e  u p  57 p e rc e n t  o f t h e  t o t a l, w h ile  fo r p a c ka g e  p o lic ie s , firs t  p a rt y 
w a s  75 p e rc e n t  o f t h e  t o t a l. Th e  c la im s  re su lt s  a re  su m m a rize d  b e lo w .
Th is  is  c o n s is t e n t  w it h  w h a t  w e  h e a r fro m  c o n ve rsa t io n s  w it h  o u r c lie n t s , w it h  
firs t  p a rt y c la im s  c o s t s  a c c o u n t in g  fo r t h e  m a jo rit y o f c o s t s  t h a t  in su re rs  a re  
p a yin g .
Cla im s  ra t e s  w e re  s ig n ific a n t ly h ig h e r fo r s t a n d a lo n e  b u s in e ss . Cyb e r c la im s  
o c c u r a t  a  ra t e  o f 61.5 p e r 10 0 0  s t a n d a lo n e  p o lic ie s , ve rsu s  a  ra t e  o f 2.8  p e r 10 0 0  
p a c ka g e  p o lic ie s . Re m e m b e r t h a t  ‘p a c ka g e ’ b u s in e ss  m a y va ry in  m e a n in g  fo r 
d iffe re n t  in su re rs , ra n g in g  fro m  c yb e r e n d o rse m e n t s  o n  sm a ll c o m m e rc ia l o r 
BO P  p o lic ie s  t o  la rg e  c yb e r / t e c h n o lo g y E&O  b le n d e d  p o lic ie s .

Exh ib it  10 : US 20 19  c yb e r c la im s
To t a l Cla im s: 18 ,715
To t a l Firs t  P a rt y Cla im s: 12,18 8  |  To t a l Th ird  P a rt y Cla im s: 
6 ,527
So u rc e : Ao n  - US Cyb e r Ma rke t  Up d a t e :20 19



• Ab ilit y o f “t e c h ie s” t o  h a c k  vu ln e ra b le  d a t a , d e t e rm in e  
p a ssw o rd s  a n d  t ie  u p  sys t e m s;

• Ea se  o f c o lle c t in g  ra n so m  (t o  b e  p a id  in  c ryp t o c u rre n c y, 
a n d  o ft e n  p a id  b y in su re rs , o n  b e h a lf o f t h e ir in su re d s ).  
Ne g o t ia t io n  u su a lly p re se n t ;

• So p h is t ic a t io n  o f c rim in a ls , b o t h  t e c h n o lo g ic a lly a n d  
in t e lle c t u a lly, t o  a c c e ss  in fo rm a t io n  (s t ro n g  in t e rn a t io n a l 
e le m e n t  in vo lve d );

• In a d ve rt e n t  m e d ia  lo sse s  (c o p yrig h t /t ra d e m a rk  
in frin g e m e n t );

• Fe d e ra l Tra d e  Co m m iss io n  – m o s t  c o m m o n  in d ivid u a l 
c o n su m e r c o m p la in t  is  in d ivid u a l ID  Th e ft ;

• O UTSO URCING o f IT fu n c t io n s ;
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Lo sse s , a n d  w h y w e  c a n  e xp e c t  t h e m  t o  
c o n t in u e  



• “Ca re le ss” lo sse s /h u m a n  e rro r;
• P ro fit a b ilit y o f Id e n t it y Th e ft , 

e sp e c ia lly t o  fo re ig n e rs ;
• Fin a n c in g  o f t e rro r a c t ivit ie s , 

g o ve rn m e n t  sp o n so re d  h a c k in g ;
• O UTSO URCING, p rim a rily o f IT 

a n d  re la t e d  se rvic e s   (w h a t  a re  
t h e  c rit ic a l is su e s  w h e n  IT is  
o u t so u rc e d ? )

• Lo sse s  w e  h a ve n ’t  e ve n  t h o u g h t  
o f ye t .
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Lo sse s , a n d  w h y w e  c a n  e xp e c t  t h e m  t o  
c o n t in u e  

(se e : 
w w w .a t t rit io n .o rg ) 



• Virt u a l BI/EE:  t h e  BIG e xp o su re s  a re  (g e n e ra lly) a n  
in t e rru p t io n  in  t h e  o n -lin e  e a rn in g s  s t re a m (s), a n d  
re su lt a n t  lo ss  o f e a rn in g s  a n d /o r e xt ra  e xp e n se s ;

• De n ia l o f se rvic e  – in flo w  a rt ific ia lly b lo c ke d , so  
t h a t  le g it im a t e  c u s t o m e rs  c a n n o t  h a ve  a c c e ss  t o  
c o n d u c t  b u s in e ss ;

• Co m p u t e r/Sys t e m  re s t o ra t io n  c o s t s  su b -lim it ;
• Ra n so m  d e m a n d s , fo llo w in g  e n c ryp t io n   (“t ie  u p ”) 

o f n e t w o rks /sys t e m s;
• Tric k in g  o f e m p lo ye e s  (“So c ia l En g in e e rin g  Fra u d ”)
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Firs t  P a rt y Exp o su re s  (“Cyb e r 
P ro p e rt y”)



• Bre a c h  o f c o n fid e n t ia lit y/p riva c y (lia b ilit y fo r ID  
t h e ft  

• fit s  h e re );
• Ga in in g  u n a u t h o rize d  a c c e ss  t o  in t e rn a l 

in fo rm a t io n ;
• Fa ilu re /in a b ilit y o f IT se c u rit y t o  p re ve n t  

u n a u t h o rize d  a c c e ss  (a  g e n e ra l a lle g a t io n  b y 
p la in t iff a t t o rn e ys);

• In t e lle c t u a l p ro p e rt y in frin g e m e n t  (m o s t  c yb e r 
lia b ilit y p o lic ie s  w ill a d d re ss  m e d ia -re la t e d
c o p yrig h t  a n d  t ra d e m a rk , b u t  n o t  p a t e n t , a n d  
like ly n o t  t ra d e  se c re t  in frin g e m e n t  e xp o su re s );

20

Th ird  P a rt y Exp o su re s  (“Cyb e r 
Lia b ilit y”)



• Lia b ilit y fo r viru s-re la t e d  d a m a g e ;
• De fa m a t io n  a n d  o t h e r p e rso n a l in ju ry (e -m a il a n d  so c ia l 

m e d ia );
• Me d ia /Ad ve rt is in g  lia b ilit y;
• “Cre d it  in ju ry” (a s  a  re su lt  o f d e fa m a t io n , im p ro p e r 

re p o rt in g , e t c .);
• So ft w a re  d e ve lo p m e n t /p e rfo rm a n c e  (“Te c h n o lo g y E+O ”).  

Do  n o t  c o n fu se  w it h  “c yb e r”, a lt h o u g h  so m e  in su re rs  
c o m b in e  b o t h  c o ve ra g e s  in  a  s in g le  p o lic y;

• Sh a rin g  u se r in fo rm a t io n  – b ig  e xp o su re !
• W h e re  is  c o m m e rc ia l in su ra n c e  c o ve ra g e  fo r “Bre a c h  o f 

P riva c y”? ?

21

Th ird  P a rt y Exp o su re s  (“Cyb e r 
Lia b ilit y”)
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P o t e n t ia l E-Bu s in e ss  
Exp o su re s

First Party
(in t e rru p t io n  in  o n lin e  
a c t ivit ie s)

Third Party
(Th a t  fo r w h ic h  su it s  m a y b e  
b ro u g h t )

No t ific a t io n , Cris is  
Mg m t  a n d  Misc .

Virus
(w h ic h  d a m a g e s  in t a n g ib le  
p ro p e rt y)

Virus
(Tra c e a b le  t o  in su re d ) Exp o su re s

Interruption in online 
earnings stream (“virtual 
business interruption”) 
Related extra expense
Web site damage 
(requiring restoration)
Digital asset restoration 
services
Computer facilitated 
extortion
Co m p u t e r re s t o ra t io n  
e xp e n se s

Breach of 
privacy/confidentiality
Personal injury (email)
Unauthorized access
Failure of IT security to 
prevent access
E&O (varies greatly by 
insurer)
E-theft (intangible 
property)
De fa m a t io n /Ad ve rt is in g  
Lia b ilit y

Payment Card Industry (“PCI” 
fines/penalties)
Forensic-related expenses;;
Notification Costs expenses;
Social Engineering Fraud (many insurers 
handle under Crime);
Ra n so m e w a re En d ’t . (o r, c yb e r e xt o rt io n ).



23

Cyb e r Exp o su re  Effe c t  
o n  o t h e r In su ra n c e  Co ve ra g e s

• Bo o m e ra n g  t o  D+O  In su ra n c e  (c yb e r se c u rit y a n d  in su ra n c e  is  a  
g o ve rn a n c e  fu n c t io n ).  Un d e rs t a n d  “s ile n t  c yb e r” e xp o su re ? ? ;

• O ve rla p  w it h  b a s ic  CGL in su ra n c e  (d e fin it io n  o f “p e rso n a l in ju ry”), 
a n d  m a yb e , EP LI.  W h a t  a b o u t  Fid u c ia ry Lia b ilit y? ? ;

• Co o rd in a t io n  w it h  Erro rs  + O m iss io n s  c o ve ra g e :
• De sc rip t io n  o f s e rvic e s  c o ve re d  vs . w e b s it e  in fo ;  
• Are  E+O  a n d  c yb e r c o m b in a b le ?

• O ve rla p  w it h  Em p lo ye e  D ish o n e s t y/Crim e  In su ra n c e ? ?
• An y o ve rla p  w it h  ID  Th e ft  In su ra n c e  (like ly, n o  c o ve ra g e  fo r lo s s  o f 

m o n e y)?
• Is  c yb e r e n d o rse m e n t  o n  Ma n a g e m e n t  Lia b ilit y o r o t h e r p a c ka g e  

p o lic y a s  e ffe c t ive  a s  m o n o lin e  c yb e r in su ra n c e ?
• W e b sit e /a p p  d isc rim in a t io n  (“W CAG”) – a vo id  “In t e rn e t ” e xc lu s io n  

u n d e r EP LI (a n d  o t h e r p o lic ie s , a s  w e ll);
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Cyb e r Cla im s  a n d  In su ra n c e  Re la t e d  
Re so u rc e s

• “Th e  Be t t e rle y Re p o rt ” (w w w .irm i.c o m ).  An n u a l a n a lys is  o f 
in d ivid u a l c yb e r in su ra n c e  p o lic ie s , J u n e  o f e a c h  ye a r;

• Ne t Dilig e n c e  An n u a l Cyb e r Cla im s  St u d y;
• Ac c e ss  t o  w w w .e RiskHu b .c o m ; 
• Su m m a ry o f St a t e  Da t a  Bre a c h  No t ific a t io n  La w s  (va rio u s  so u rc e s , 

in c lu d in g  Fo le y & La rd n e r la w  firm  (w w w .fo le y.c o m /St a t e -Da t a -
Bre a c h -No t ific a t io n -La w s);

• w w w .kre b so n se c u rit y.c o m ; ;
• 20 22 P o n e m o n  Da t a  Bre a c h  St u d y;
• Ad vise n /ZyW a ve  W h it e p a p e rs  a n d  su rve ys  h e lp fu l;
• GDP R Le g is la t io n  in  UK, e ffe c t ive  Ma y, 20 17; CA (20 20 ); VA (20 23); 

CO  (20 23);
• Co a lit io n  Cyb e r Cla im s  St u d y.
.



• Sp e c ific , b ro a d  c o ve ra g e  fo r Bre a c h  o f 
P riva c y/Co n fid e n t ia lit y a n d  Un a u t h o rize d  Ac c e ss ;

• Sp e c ific  c o ve ra g e  fo r Fa ilu re  o f IT Se c u rit y;
• Sp e c ific  c o ve ra g e  fo r Da t a  Se c u rit y Bre a c h  

No t ific a t io n  c o s t s  (e it h e r su b -lim it  o r “n u m b e r 
• o f p e rso n s  a ffe c t e d ” a p p ro a c h ).  Th e  “t rig g e r” is  t h e  

ke y h e re .  Also , c o ve ra g e  fo r n o t ific a t io n  e xp e n se s  
n o t  sp e c ific a lly re q u ire d  b y la w ;

• Co ve ra g e  p ro vid e d  o n  a n  “e n t e rp rise -w id e ” b a s is ;
• No  u n e n c ryp t e d  d e vic e  e xc lu s io n ;
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Esse n t ia ls  o f Go o d  Cyb e r 
In su ra n c e



• AIG:  “AIG Cyb e rEd g e ” – Me n u -d rive n  c o ve ra g e , 
w it h  g o o d  fle xib ilit y:
⚬ W ill c o n s id e r c o ve ra g e  fo r a lm o s t  a n y t yp e  o f risk  –
⚬ fa s t  t u rn a ro u n d  o n  in d ic a t io n s  (Co ve ra g e  ALSO  a va ila b le  

fo r 
⚬ E+O  e xp o su re s .) 
⚬ Fo r No t ific a t io n  Co s t s  Re im b u rse m e n t  (“Cris is  

Ma n a g e m e n t ”), 
⚬ w ill o ffe r su b -lim it  o r p re -se t  n u m b e r o f n o t ific a t io n s ;
⚬ Exc e lle n t  Risk  Ma n a g e m e n t  (“Cyb e rEd g e  Risk  To o l”)
⚬ Sm a lle r risks  (u n d e r $ 25 Millio n  re ve n u e ) o u t so u rc e d ;
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le



• CNA – Ne t P ro t e c t 360 , o r e P a c k  Ext ra  (Ba s ic  Fo rm )
⚬ No t ific a t io n  Co s t s  Re im b u rse m e n t  (“P riva c y Eve n t  

Exp e n se s”) 
⚬ g e n e ra lly p ro vid e d  o n  a  su b -lim it e d  b a s is .  Ca n  d o  p re -se t  

n u m b e r o f n o t ific a t io n s ; 
⚬ No t ific a t io n  c o s t s  re im b u rse m e n t  d iffe re n c e s  b e t w e e n  

t h e  t w o  fo rm s ;
⚬ Go o d  g e n e ra l a p p e t it e  fo r va rie t y o f risks ;
⚬ O ft e n , w a n t s  t o  w rit e  Te c h  E+O  AND Cyb e r c o ve r t o g e t h e r 

(e P a c k  Ext ra );
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le



• Be a zle y:  “Bre a c h  Re sp o n se ” [“BBR”]
⚬ Go o d  in su ra n c e  fo r h e a lt h c a re  e xp o su re s , b u t  n o t  lim it e d  

t h e re t o ;
⚬ Fo c u s  o n  Bre a c h  Re sp o n se  Se rvic e s ;
⚬ Ca p a b ilit y t o  h a n d le  a  p re -se t  n u m b e r o f n o t ific a t io n s .
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le



• AxisP ro  -“P riva Su re ”  a n d  “P riva Su re  Bre a c h  
Re sp o n se ”  
• Also  a b le  t o  h a n d le  No t ific a t io n  c o s t s  Re im b u rse m e n t  o r 

p re -se t  n u m b e r o f n o t ific a t io n s ;
• Use s  (o p t io n a l) Bre a c h  Co a c h  Se rvic e s ;
• Un d e rw rit in g  o p t io n s  fo r So c ia l En g in e e rin g  Fra u d  a n d  

Ra n so m w a re  e n d o rse m e n t s  o n  so m e  a c c o u n t s ;
• Ge n e ra lly, fa s t  t u rn a ro u n d  o n  in d ic a t io n s  a n d  q u o t e s ;
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le



• “Cyb e rCh o ic e  2” (Ha rt fo rd  Sp e c ia lt y Te c h n o lo g y);
• Hisc o x “Cyb e rCle a r” (In su ra n c e  Tim e s’ Cyb e r 

P ro d u c t  o f t h e  ye a r fo r 20 19 );
• BCS In su ra n c e  Co m p a n y (re in su re d  b y Llo yd ’s );
• Co a lit io n  a n d  Co w b e ll p ro d u c t s ;
• P h ila d e lp h ia  In su ra n c e  Co m p a n y;
• Bu sin e ss  Risk  P a rt n e rs  

(w w w .b u s in e ss riskp a rt n e rs .c o m );
• IT Risk  Ma n a g e rs  (w w w .it riskm a n a g e rs .c o m ) .
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le



• Ch u b b  
⚬ W e ll-ro u n d e d  c o ve ra g e , b u t  n o t  c h e a p e s t  p re m iu m .  
⚬ In c lu d e s  Da t a  Bre a c h  Fu n d  (No t ific a t io n  Co s t s  w it h  

se ve ra l g o o d  e xp a n s io n s  o f b a s ic  c o ve ra g e  - su b -lim it  o r 
p re se t  n u m b e r o f n o t ific a t io n s);

• Tra ve le rs  - “Cyb e rFirs t ” o r “Cyb e rRisk”
⚬ Go o d  c o ve ra g e .  Ca n  p ro vid e  n o t ific a t io n s  c o s t  su b -lim it  

o r p re -se t  n u m b e r o f n o t ific a t io n s ;
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le
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Re p re se n t a t ive  Sp e c ia lt y 
In su ra n c e  Co ve ra g e  Ava ila b le

• Co a lit io n
⚬ A c o m b in a t io n  o f Firs t  P a rt y, Th ird  P a rt y w it h  a va ila b le .  

Also , in c lu d e s  “P re -c la im  Ass is t a n c e ” su b -lim it ;
⚬ Ne e d  “Re p u t a t io n a l Re p a ir En d o rse m e n t ”; a n d  like ly, 

n e g o t ia t io n  in  Ha m m e r Cla u se  p e rc e n t a g e ;
⚬ He a vily re in su re d ;
⚬ Gre a t  An n u a l Cla im s  St u d y re p o rt .



• 20 21 Ne t Dilig e n c e  Cyb e r Cla im s  St u d y; 
• Ad vise n  Cyb e r Lia b ilit y In su ra n c e  Ma rke t  Tre n d s  

(20 21);
• Co a lit io n  Cyb e r Re p o rt  (20 21);
• In t e rn a t io n a l, g o ve rn m e n t -b a c ke d  h a c k in g  e ffo rt s  

d ire c t e d  a t  b u s in e sse s  a n d  in d ivid u a ls ;
• Em p lo ye e -re la t e d  (in t e rn a l lo ss  t rig g e r s t ill o n e  o f  

t h e  la rg e s t  so u rc e s  o f c la im s  a c t ivit y);
• In su ra n c e  c a rrie r c la im s  in fo  a n d  d e t a ils .
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P a s t , Cu rre n t  a n d  An t ic ip a t e d  
Lo sse s



• Ca t a s t ro p h ic  lo sse s , a n d  d iffic u lt y t o  p re d ic t  
(u n d e rw rit e rs  m o re  rig id ly u n d e rw rit in g  – su p p le m e n t a l 
a p p lic a t io n s  t h e  n o rm );

• Da t a  Se cu rit y Co st s  No t ific a t io n  e xp e n se s  in c re a s in g ly 
im p o rt a n t  t o  b u ye rs  o f t h is  in su ra n ce  (a ll s t a t e s  w it h  
s t a t u t o ry la w ; Fe d e ra l la w  e ffe c t ive  in  Fe b ru a ry, 20 10  (“HI-
TECH”)), a s  t h e se  a re  u n b u d g e t e d  e xp e n se s , w h ich  co m e  
a s  a  su rp rise  t o  t h e  e n t it y w h o  m u st  a b so rb  t h e m ;

• Co m p u t e r-co n t ro lle d  m a ch in e ry h a ckin g  e xp o su re  
e m e rg in g .
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P a s t , Cu rre n t  a n d  An t ic ip a t e d  
Lo sse s



• In c re a s in g  w e b  s it e s /u se rs , w it h  m u c h  m o re  “so c ia l 
m e d ia ” a c t ivit y (“Fa c e b o o k”, “P in t e re s t ”, “Lin ke d In ”, e t c .);

• Mo b ile  c o m p u t in g  a n d  t ra n sa c t io n  p a ym e n t s .  Ca sh ? ? ;
• In c re a s in g  fo re n s ic  e xp e n se s  (d o e s  in su ra n c e  c o ve r? ? );
• P ro life ra t io n  o f fra u d  a n d  c o m p u t e r viru se s , m u c h  fro m  

o u t s id e  t h e  USA; 
• Co n s t a n t ly e vo lvin g  in su ra n c e  c o ve ra g e  p ro vis io n s , n e w  

p o lic ie s , n e w  in su re rs , a n d  c o u rt  c a se s ;
• Bo t h  ca t a s t ro p h ic , a s  w e ll a s  sm a ll lo sse s  (se ve rit y a n d  

fre q u e n cy) a re  p o ss ib le .
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An t ic ip a t in g  Th e  Fu t u re



Exh ib it s
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